


Abstract

Development and application of the computer network technology makes
convenience in all aspects of our society and life, and paperless examination as a widely
prosperous subject field has changed the traditional examination method. Along with the
research and development of paperless examination system, the paperless examination
system based on the Internet technology has to face the information security problems
brought by Internet, hence it is with great value and practical significance to do the
research of the communication in gpplication layer omnidirectionally.

Based on the analysis of relevant technologies about the communication in
application layer, the system architecture and the security requirement of paperless
examination system, the design principle and the implementation of functiona modules
are particularized. The design of the application layer protocol model of paperless
examination system is expounded, while the composition and workflow of the dentity
authentication module and the encryption strategy of the data encryption module are
discussed. These analysis and design constitue the implementation foundation of the
security mechanism about communicationin application layer for paperless examination
system

On the basis of the detailed design of the security mechanism about communication
in the application layer for paperless examination system, the specific implementation of
the core for every functiona model is presented. The processing workflow for the
application layer protocol of communication server and examination manager client are
discussed. And then the functional implementation of the identity authentication module
and its sub- modules are described, while the implementation details about the algorithm
of encryption strategy is expounded.

The practical application indicates that the security mechanism of communicationin



the application layer can provide an well security guarantee for paperless examination
system, and it has great universality, good expansibility and certain reference value to

enhance the security requirements of smilar gpplication systems.

Key Words: Paperless Examination Information Security, Communication in
Application Layer, Identity Authentication, Cryptography
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pNode = g _RecvQueue.front(); /
pMsgHdr = (PM SGHEADER)pNode->pchData; //

pMsgData= (LPTSTR)pMsgHdr + MSG_HEADER_LEN; //
Decode(Sessionkey, pMsgData, iCipherLen, plaintext, iPlainLen) //

switch( pMsgHdr->nMsgID ) //

{

I
case MANAGER _LOGON:OnTestSitesInfo(); break;

I

Il

case MANAGER_L OGON:OnManagerL ogon(pMsgData); break;
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break;
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