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Abstract

Along with the development to network technologies and popularization of various
network applications, more and more information is put onto Internet, Numerous
enterprises have built their network for working, as a result, they increase their work
efficiency greatly but depend upon it more and more. In the face of the growing trend of
computer-related crime and the proliferation of information networks, increasing garbage
and pollution, network security has faced major challenges. Considering the network
security and promoting work efficiency, the tools for analyzing , diagnosing and testing
the performance and security of the network is increasing needed. These tools have to
attain data in the line when the network is in use and sniffer the network data in real time.
Now, sniffer is playing an important role in the network security.

The work of this paper is based on the deep research to the concept and the method of
network data packet and packet capture, the architecture of WinPcap and the driven
mechanism of packet capture, and the principle of protocol analysis and filtering. As a
result a set of software system about sniffer is designed and implemented. The work
mainly include:

1. We do some deep research on the concept and the method of network data packet
and packet capture, the architecture of WinPcap and the driven mechanism of packet
capture, and the principle of protocol analysis and filtering, and made some experiment’s
study on the packet capture and filtering based on the WinPcap.

2. In order to solve the problem of WinPcap packet loss, dual-thread model was
adopted, one thread sent the read-request to driven program all the time, this made
WinPcap read-list never null, when WinPcap received the data, there are readlists always
waiting for satisfy. Another thread is for checking the accomplish of these read requests,
when a read request was satisfied successfully, the filtering rules were actualize to the data,
then the read-lists will never null,

3. Proposes the procedure of the detail design and implement of the network sniffer
system software, include each module of the system. Finally, we test and evaluate the
performance of our sniffer syatem on a LAN of a company.
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CHEANERESEZENPMSRESHIMERNERGSITER P ENMARE
B, LA RERGEES. BB RRIBRFEXFBPFTENS], AT
REORESEMY, FETRANOWindowsEZE FURRINXHRREFE, HPE
WindowsNT/2000/XP F ZNpf.sys, T7ZEWindows95/98/me T ENpf.vxd.

2. (KB AHERE(Packet.dl1): PacketdIEFTERAFE, THEMARFAK
FEMEERARFRETR, #8MREFT A MESUUTER R Windows &
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WinPeapPE H JLA# FI B SR i1 2 YRR B F
1. pcap_t
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mEE N TCP #HXBELMETKE Y 20 Y, AHEEMBEN, LBKE

AEE, TH4LHERBKEREE (M4 FWAHERL .

TCP &5 UDP il i 05 AN SRR AUER . T wOSaA—A S, Xt
S B TMSUEEAT BRI, — %5 9 FTP $80. HTTP Hhil BAK Telnet BN
BRI ATHRNT. TCP 55 UDP RIS R AL E A ER RN, EEHROWE 43 Fizmt",

F®43 HRABOEX
T+ XBT i
20 ftp(default data) AR CBRAK DD
21 ftp(control) XY (BEH)D
23 telnet TELNET
80 www.http TR (htip)
25 Smtp {5 4 B0 B

(5) hCkE AR

REMICMLER, Bit— N KL

* struct ETHERNET_HEADER
{byte deses_mac[6]; //EHHRFIMACHHE

byte src_mac[6];
byte type(2];

|4

* struct IP_HEADER

IREAAGL, kAL, HLKE L3265 — 41
1/RAIBAL
byte length[2]; /AACHE, 1600, TEHRTMUFE T HBMAHRAKE, RTKE

{byte ver len;

byte type;

1K % R FIMACH BE
/1R 7B

FeeiBidessse ™M F W, WA R IRCHE BB

byte id[2];

byte flag_of set[2];/47 & 3L B RIMBAIAL

byte time;

byte protocol;

IEAFRY (8], 84L
I, 8hz

I krAR, ATFE2F—ARX166L
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byte cre-val[2]; /AR R, 16fif

byte src_addr{4]; /FHhE, 326F

byte des_addr[4); //H #xibht, 3241

byte options[4]; /AETFIAR, 3211

¥

* struct TCP_HEADER

{byte src_port[2]; NEENROS, 1641

byte des_port[2]; R RS, 1667

byte sequence_no[4]; /3241, Wi BMIIEHEN T EAEEIME —FWH
BT

byte acke no [411; /3201, BHAS, WRRBRRA T RERZEBIEEILSE

byte offset_reset_con[2]; /IR M 4HL, THOAL, HILI6 byte

window[2]; /B O164L

byte check_sum[2]; 11T, 164
byteurgen pointer[2]; /16 4, BRYdAEE
byte options[4]; IEFERUERE, 3241
b

struct UDP HEADER

{byte src_port[2]; 11 R 1% S 1

byte des port[2]; e dve e

byte length[2]; IAPEREEKE
byte checksum[2]; IR

b

* struct ICMP HEADER

{byte type; EIESER
byte code ; i REBFAT 1FH)

byte checke sum[2]; IR QFH)
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|5
* struct ARP_PROTOCOL

{byte hw_type [2]; IMEGRR. DLEMRTRAN
byte protocol[ 2 J; IR 45 EhIEIRT, Pl 800
byte hw len; HE WYL LS Y 6

byte protocol len ; /B EE R WK Pva 4

byte opcode[2 ; HRTFZRER B REAE, | RARPIER, 29ARPW R 34
RARPiH K4 Y RARPWI 3

byte src_ mac[ 6); IR IEHRMACHEHE

byte src_addi] 4]; /1% v B TP Ak

bytedes mac[ 6]; / EWHIRFIMACH L

byte des_addr[ 4];  /EWIX S HIPHIAL

|5

6) BB UAMEFEEPERBENLEE THMFTHEZEHIUF
i, FIAXAHE, 2T

@ BedaTE K E 12 FY, BRI FW AT HiFH0800 o B IR
A A EE M S ER A RIPE.

@IP XA PENEUNFHLEE —MFHHENEH SR REE RS
T 15FAFHE RS NEDBGRA: 06, HEIFRERTCPHHN.

@ TCP PHXEEISFHLE —P2FHMRAR MR REE D 5), TR RF8k
B2 4E W HEERFIBEISFEINIROS: 80, ZEEAR—MHTTPHINM
HiEg.

AR IR R EG MR AR R SRR TR, REYEEEREHN L
RERBAE, ST TEF RBRAELL, B SPackes BTN, 3
RATAFEEHINANERLE, PSR EHN ST R B R B RS MM L8z
WobTERE, WHE4.13.
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(*grinder)

DecodelP()

DecodeARP) (4
DecodeUDP()
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Decode TCP()
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ABMATMEEWRE Lisniffer BTHMRERNEARLEN, HRTERRR
HEBPEREQHELSERUMEFSRBAENERTE, GHTHEIRE
BIRFRE, iiiteh A2 WinPeap ) 12 MR BRIV BER T AR, HAE
RS IUE T MR . R, 7Ex TCP/IP il THRART AR E, A3
FEE R, MR HANT, METHE AR LB .
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P HREARXKFRALF LB
ik A $H WinPeap it {TR SR B HRNTELRHFERT

KU EFRABRILA
I Windows 24MHIREE WinPcap 2EETIAE Y L EWMHBUFAN LK, —
MRBEBHGHE LpAdapter, — MR FHERBFIEIEBLHEHE RecvPacket.
€/ Packet.dll Bh4&% &k e % 5 IRIE:
#define MAX__LINK_ NAME__LENGTH 64
B
typedef struct  ADAPTER
{
HANDLE hFile;
TCHAR Symboliclinkf MAX__LINK__NAME _LENGTH];
Int NumWrites;
} ADAPTER , *LPADAPTER;
#tBA: hFile B—MEMIZNSKIEAE Handle F3EE, iz M E
AUAREEATHRYE. symboliclink B & HA04T FHIMNEERBNEE.
BEa &
typedef struct PACKET
{

HANDLE hEvent;

OVERLAPPED  OverLapped;

PVOID Buffer;

UINT Length;

PVOID Next;

UINT ulBytesReceived;

BOOLEAN bloComplete;  /AZHIBEZRMAHENEE
¥R ML LB EFEEAB:

1. BRBIEAHTIR.

#define  Max_ Num__Adapter 10 IR BERL R TIHE
char Adapterfist [Max_ Num__Adapter[512]]
int i=0
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char AdapterNames[512], *tempa, *templa;
ULONG AdapterLength=1024; } PACKET, *LPPACKET:
2. RBREPMKELBHLET.
PacketGetAdapterNames(AdapterNamea, &AdapterLength);
tempa=AdapterNamea;

templa=Adapternamea,;

while ((*tempa!="0") | | (*tempa-1!="0))

{

if (*tempa=="\(0")

{.

memcpy(AdapterList{i], temla, tempa-templa);  /IAFEIEHE

templa=tempa+1;

i+

}

tempa++

}

3. NBRBFHEPEE IR 0 SERSE.

LPADAPTER IpAdapter

IpAdapter = PacketOpenAdapter (AdapterList[0]);

if ('lpAdapter i | (ipAdapter->hFile==INVALID_ HANDLE__VALUE))

{

dwErrorCode=GetLastError();

return FALSE;

}

4. YHETEENER S IpAdapter R E MR 24

PacketSetHwFilter(IpAdapter, NDIS_PACKET TYPE_PROMISCUOQOUS)

5. B BPF AP EEENEBENNRSE. FAZREA TR TR
R ANENTELEE, DRERPROS, P HBIEF.

PacketSetBpf (LpAdapter AdapterObject, structbpf program*fp)

6. REZN5 1 2 K7,

PacketSetBuff(lpAdapter, 512000);

7. HR—AMEEAR R, FEECHIEMEN.




EE AR KEHEF LR X

PacketInitPacket(lpPacket, (char*)bufferReceive, 512000);

8. HRENHHE. MM IpAdapter LB, I HITERN IpPacket
FrigmeEaE S smET, FEKHIhEE TRUE, FR&[E FALSE.

PacketReceivePacket(IpAdapter, IpPacket, TRUE);

9. Fidfb R EIHRE, BHRFETEZRANNERE L RS M
RiffT T,

10. FRBFBWHEEG, BEEEENE.

if{lpPacket!=NULL

{

PacketFreePacket(lpPacket);

IpPacket=NULL;

}

1. RAMFRE, BRFKREBEFEECRE.

if{lpAdapter!=NULL

{

PacketCloseAdapter(IpAdapter);

IpAdapter=NULL;

}
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PR B WinPcap ¥ ARMIEEH

1. peap t

KL RWinPcapE M OEIREH, A EERRHIIT G Al pcap_open
_live(), ZEBOEEIRMEAEWNES, LFRAERNG M REMERINMGH
EAZH,

(DGRAEM R Z i R BRI LA

N FEY RBMR AR TAREHHIER, EWINI2F & T £ADAPTER
*adapterBILPPACKETPacket;, 7ELINUX/UNIX - & T &int fd , &R KB HEN
ZZPP[X 4t u_char*bufer.

() S RGEX

& Hitypedef struct pcap peap_t, peapBI H A E X WF:

struct pcap {

#ifdefWIN32

ADAPTER *adapter;

LPPACKETPacket;

intfd ;

int snapshot;

int linktype;

int tzoff:  /*timezone offset*/

int offset; /*offset for proper alignment*/

struct pcap_sfsf;

Struct pcap_md md; /*Read Buffer*/

int bufsize;

u char *pkt;

u_char* bp;
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int c¢; /**Place holder for pcap_nexf()*/
u-char*pkt; /*Place holder for filter code if bpf not in keneL*/
struct bpf_program fcode;
char erbuf[BCA_ERRBUF_SIZE]; };
2. ZHstruct pcap_stat
GHEHBERNTHRR(HARAEFESTIRES — P HER Qo int
ps_ifdrop). A fAZHIT:
struct pcap stat {
u_int ps_recv; / *numberof packets received*/
u_int ps_ drop ; /*numberof packets droped*/
u_int ps_ ifdrop ; /* drops by interface XXX not yet supported* / } ;
3. struct bpf_hdrflstruct pcap_pkthdr
WET AR A, HESRS OB FINmE TSR, XK Estruct
bpf_hdr. BT
struct bpf_hdr {
struct timeval bh_tstamp;/ *time stamp*/
u_int bh_caplen; /*length of captured portion*/
u_int bh_datalen; /*original length of packet*/
u_short  /*length of bpf header( this struct plus alignment pad ding )*/ };
4. struct pcap_pkthdr&i 1
FER— O R SR B AR AR B SC P i, 45 #istruct peap_pkthdri IndE B3k .
ZH Bk
Struct pcap_pkthdr{
Struct timeval ts ; /* BB HI I (A] B/
Bpf u_int32_caplen y*i IR EIB K &+
Bpf u_int32len; /*RIFEKE);
5. struct bpf_program




o HHEKXF ML FAE B L

AR E AltepdumpR XK, WAHXOCHAREH, HNREFIHS
BPFFElF, BIFREMEHMRA. BT,

struct bpf_program{

u_int bf len;

struct bpf_insn* bf insns; }
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