ICS 35.240

thti AR FIE A R 21T AR A

GA/T 1144—2014

FEERERAN
FERIMNR RN = B ERARENK

Information security technology—Security technical requirements for

unauthorized external connection monitoring products

2014-03-14 %% 2014-03-14 1%

HEARENEAZE % #®



198

IF e
1 {EHE -

O HITENE D] SEAIE +oevvenvneessnesnseesnnsanssee it aeeste ot eeseeset sesas seseenas seetee s eesee s aee aenenaeeee aan
3 ARIFHIE L woeeeeer
A AEFEATAMELE WS T 72 FLHE TR oveeevee s eesneenees it ee tee st ee tee e e tee e e e e e e ae s aee e e

5 RN

5.1 &k

5.2 B

5.3 BV AR
GAEHM e

6.1 M EEHMN
6.2 WEEZEEMN

[op}

]

7.0 ZEENEH

7.2 AEFEARLHRELE W] ceveeevneennn.

7.3 e i Ak 2
7.4 HFEAE
7.5 HEEH
7.6  HilTiEE

8.1 ME&EH

8.2 At HiE T -

8.3 Ik

T T == e

LRYIREEOR -eeee

Hu%_ 06 000 000 000 000 000 00 000 000 00 00 08 000 00 00 P8 s 00 00 08 080 00 00 000 00 00 000 00 S0 0s 00s se0 see ses ssese0 s0s sssse0 ses tas

GA/T 1144—2014

8.5 AEATJEIM S g e eee e

8.6 I +vvvveererreerseen een et st saeae e e e s ees e e ae e e ses ses sn e e e e e aes ses sen sn sae e
8.7  JEEMEDERE veeveeveeeenernennnn

I B N - B OO O OO OO OO

0.1 BRI BETE SR FL AR JET T cveereeererveenneonsenesessee it et eeseebeetae et eetseebee aeas se e e aee aeas enean
T I 7 o T < - .

SO 3 (1 5

10.1  #ER

10.2 e Ifg B R K)
10.3 22 IE TR 25 4 Rl 4y

. . . . . . . . . . . . . . .
© ©O© oo 0] ~N o oy U1 U1 (o] B~ >~ >~ w W DN Do

— = =
N = = O

Nt
Gl o A e W W



GA/T 1144—2014

][

Bl

ARFRUEFE IR GB/T 1.1-—2009 £ H A9 ML &

Ao o £ 2% 22 S I 245 B xR TR B

AARAE A LR R R L B E R Z R &A1,

AR 5 AL 2 LA LR B R G A dh B B R D A M 4 L e R TR
JE 1T SE WA RHE BB A BR A 7 2 R ER =5

RS S AT M N [ < I T /N G RS B N 7 N N A B S



GA/T 1144—2014

51

][

AR UETE IR 1 5 AR B W 7 i 48 4 B85 A OC IR g i R 4 22 A SR m , o LT AR SR
BUHMEE WD 7= i S FSZ PE R 2 2 B UE T 2R ZoR e B Wt E S R Z e N, 442
P e % 18 B9 T 46 55 22 4 PR B AH G ) B B 20 488 4 R

AARMEIREAR L ST GB/T 18336.3—2008 T ALE 1) EAL2 % 4 RIEZ K, WA A EALL
B A PRUEBER A LRl L K I 55 1R o3 A SR A o B AT DAHGAR b A B0V O i o A R i T

AARUEAL L T AR B2 AL S I W I 77 5 I i L 19 22 4 AR BE SR L AR Sl 52 Ak W 0 7 it ) LA
NS W A N N



GA/T 1144—2014

FERREHK
RSB EN = mBERARER

1 SeHE

422 4 T RE BEOK | 22 4 PRAUIE BEOR R4 2003 7 20K
BB T A B A

AFRUERLE T AR BALSMIK s 0 7
AR T AR B AP I

f=qnl

n

o0

2 MesI AxH

BN SO T A SO R R AN T PLRE B S S A B RO IS T AR SC
PF o FUJEASTE H 0 51 S Hd 8t AR (R4 BT A 08 2le 580 35 R S

GB 17859—1999 HHEMNIFEE RS LRI 9000 7 fE

GB/T 18336—2008 (A &R7r) MHREHEAR ZLHEAR (5 EH AL SVEVHAEHEN

GB/T 25069—2010 f5BEZ&HEAR Rif

3 ARIBFENX

GB 178591999 .GB/T 183362008 (Fr A #43) Al GB/T 250692010 5 & B9 LI LT A HE
SCIE A,
3.1

JE$ZHSPEE  unauthorized external connection

AR Y P2 NI EALAE LA SR AV Z A G AR R AN 45 1 B AT O L % 4% J7 AR AR (H AR TR
M+ .modem . ADSL , G4 M+ %,
3.2

XIE agent

AT L BEWE 4252 R 55 7 A8 75 L S BT B ML AR R AON AT R 1 W 5
3.3

Z4=FEH  controlled host

LA T, BRI 55 AR A R E L.

4 FRIRALSMER BE T 7 e R

FEEACHMIR s I 7 G LA C/S T B LA e 55 i MR Pt o3 o ol ik IR 55 A% % 52 75 L
R A M 0l L D 52 4 T AL 2 4 SR Fe V2 AN IR AR B 2% 1 AT L O HLRE 8 X L K ) E A
AR BE A RE ts I 45 2R DA B A L A ik B R 55 4%

AR B AL S M 00 7= ity AR A 0 4% PR 2 A IS - — SO IRSE W 45 32 I 4 5 H Al 19 465 B e
T DA R 3 I 4 PN FE B T S — R 4 A AR TR LA 1 2% B O AR AL SR 5 B 2 N 2 AR R 4% L % R0 4%
5 A o 2% 22 T 1 IR LGS A ) 245 B TR0 AT DA O A2 45 A/ BORT R TR Y T R 4% A R T PL a2

1





